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Proposal of an Authentication Method “ SPAIC”
using a Non-contact Type IC Card

CHANGJUN SHU,t HIDEKAZU SUZUKIt and AKIRA WATANABE?

In case where important information is exchanged in a client-server system, it is quite in-
dispensable to perform authentication and encryption. In such an environment, the method
using an IC card that stores proper user information is becoming popular. Currently, the
security of communication between an IC card and a client is not a critical concern since con-
tact type IC cards are used in most cases. However, it is considered that non-contact type IC
cards will be spreading hereafter, secure communication between an IC card and a client will
be a serious concern. There is a method that all IC cards and clients possess a common key to
realize secure communication, however, it can easily result in the leakage of information from
the client sides. To solve the problem, in this study, a protocol called SPAIC is proposed.
Presuming that a non-contact type IC card is used, it can deliver the important information

from a server to a client that has no secret information in it.
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Ci, Cr, Nr

PW, T

*N1, Nr: Random Number
*C1, Cr: Cookie
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