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A Proposal for a NAT Traversal System
that Does Not Require Additional Functions at Terminals

YUTAKA MIYAZAKI,t HIDEKAZU SUZUKIT and WATANABE AKIRA'

Demand for users accessing networks anytime and from anywhere has been increasing in
the forthcoming advent of ubiquitous society. Users would strongly desire to acquire the
capability of accessing to their own terminals of the home or company networks from the
outside. However, networks are usually constructed with private IP addresses, and a NAT
stands on the way of a communication path. In such an environment, communication cannot

be initiated from terminals in the Internet. This is called “NAT traversal problem” .

To solve

this problem, we propose a new NAT traversal system based on the modified DNS server and

NAT router and concerted work between them.
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STUN

(Simple Traversal of UDP Through NATS)
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AVES

(Address Virtualization Enabling Service)

DNS server waypoint PN
IP GAL i § IPiOAS
IP:GA2
BT R IR > PN&&E
fELfzly

waypoint® :
 PRLRZEE JL—hHEER

} e | INTYRNEERL, hFeILiLE
! e Tl bl Thnzk AR L ToRit

N h 7
TCP/UDP:& {5 (GAI —>GA2) GA2—GA3(GAI—PAI)

27




NTS-NAT)L—F [N > B

I[P~u& |ICMP~w& | NTSwwa | NTSF—4

&

y PSS (ZQBytes) ID | Type | Reserve -
» ICMPA Y4 (24Bytes)
» NTSAYA (4Bytes)

Type INTYRDBATNBERIQOM IS E@H Z 3 ¥ (8bits)

ID :DNSOHBHIBRDBRICERT DS HF I3V IDEMIESE, NTSHAR
ELIIRIC, BHEIERRDOICH ST DIEEDTIZEH DS EIIZT (] 6bits)
Reserve . ¥ i (8bits)
NTST—%4(68Bytes)
Source IP : BK TTIP7 L X (32bits)
HN :Host Name (64Bytes: CHL UL EIXHYEHELELVEAEETE)

v v

28



NTSH — D HYLI

. R BIENARIFERIKFE(S3FER—IIE) THo
=35 & . bindIZJE 9 (forward L THEIR)

2. bindM SRS TR/ Ny A2 HT - 1FEEL . NAT
IL—BZADINT YR E R E(E

3. NATIL—EAMWSDIRFBIZH OGN L HIERREE

=

—

* bind& (X B RIERZREITODNS 7 T r— 3>

29



NC)L—% DL

» REIM S/ Ny hVEBE L -/
DNS& &/ N7y banREEL, 2HT9 5
INTYRRARIZEHE TPHLEERL
BENTINERT

» SMAIDN G BIEZE =T =R
NATT—J JLIZH GV HIE 5 AR E DNATE1E
NTSH—/\DMoD@EIELL, NBEERCA—BFFyyia
EE)

ZDMDBEELSRCEPHLESREL, YT NIENAT
T—JIEERL, RCEHE
ZELEBTNIEEEREY DNATIL—2DANIE

30



754 <V DNSOXEHE

» Windows XPD i &
[RA—F]-TarkO—JLINRIL |- TRYRT =04 A—2
g - Ry D —O & l-[O—h)ILT) 7k 1z F<
ERATDTONTA oA 3—3ybTBRIJL(TCP/IP)
D70/8T7«

» WindowsVistaD 55
[RA—k-TarkO—))LINRJL TRy RD—H 4 3—2
yhl-TRxyhD—5LHEF 23— - TRy T—ODEE |-I
O—AJLT) 7kt 12 6E<
O—AILTYTEEOREDOTO/NTAIZH ARV ET—H
BITDARA—FybT ORI ILIN—D3 2 4(TCP/IPVA) DT 0O
INTA

31



NAT(Network Address Translator)
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NAT table
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NAT table
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