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NAT Traversal System with Communication Group-based
Service Control
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A NAT traversal problem has to be solved if you access communication devices in a
home network from the outside. To solve the problem, we have proposed NAT-free protocol
(NAT-f) that an external node and a home gateway cooperate with each other. However, the
existing NAT-f system has security issues that anyone can access internal nodes in a home
network. This paper presents a new NAT traversal system that combines the existing method
and the concept of a communication group. With this method, it is possible to provide the
access control of external nodes and the service control of internal nods simultaneously.
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Table 1 Availability of communication between ENs and INs and its encryption range.
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Communication I: < L_ UDP LJI T —@— Address Translation
L R, T .| 4==) Encryption Range
G2te>V2e G2:te>Gain G2te>P2e

4 IN 5 PCCOMZHKR—br 9 B 5H0ME—7 > A
Fig.4 Communication sequence in the case IN supports PCCOM.
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