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Recently, Distributed Denial of Service (DDoS) attacks is
the highest priority problems on the network security. To
solve this problem, the technique called ”IP traceback” is
developed. Fragment Marking Scheme (FMS) is a kind of
IP traceback technique. In FMS, the overhead is very low.
However, the number of packets for identifying attackers is
huge because the downstream routers overwrite the link in-
formation marked by upstream routers.
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In this paper, we propose a method called ”attack detec- UE ff'o% ADR(d)  ADR(1)
tion marking scheme (ADMS)” to solve this problem by mon- A > .
itoring the feature of attack traffic and changing the "mark- attacker victim

ing probability” of the routers. Our scheme is constructed on
the system consisting of the routers on attack paths, a tracer
with the network intrusion detection system (NIDS) and the
victim. In this system, each router has functions of FMS,
attack detection and changing the marking probability.

ADR(d) : attack detection router
d is distance from victim (d = 1,...,32)

p, - marking probability (0 <p, < Ppigh <= 1)
Py, is the probability of a normal router

Phigh is the probability of an attack detection router

Each router detects on attack by monitoring traffic. We Fig.1. Procedure of changing the marking proba-
call the router which is detects attack as ”attack detec- bility in the reconstruction phase
tion router” (ADR) and denote ADR which is d hops away
from the victim as ADR(d). When a router detects an at-
tack, the router changes marking probability of itself from 6.0E + 4 AN o
Diow t0 Drigh (0 < Diow < Phigh < 1). The tracer recon- e
structs attack path after collects packets at regular time in- 250E+4 1
tervals. The tracer requests ADR(dy) to change marking g o
probability to 70" after the tracer reconstructs the attack FHOE 4 r
path for ADR(dp). After this procedure, the packet marked 3
by R(do+ 1) will not be overwritten by downstream routers. §3'0E e
Also, if (d > do + 1), the arrival rate of packets marked §20E+4
by R(d) increases before ADR(d) has reconstructed. In this 5
paper, we assume that the procedure of changing the mark- EioEsab
ing probability is implemented based on the simple network
management protocol (SNMP) (Fig. 1). . . 0B+l
We evaluate ADMS and FMS by some simulations and The number of attacker
conclude that the proposal scheme is suitable for application Fig.2. The number of attack packets for recon-

to large scale attack compared to FMS (Fig. 2).

struction attack paths
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A Proposal of an Extended Method of IP Trace-Back for Distributed Denial of Service
Attacks Using Dynamic Marking Scheme

Katsuhiro Koga*, Non-member, Naonobu Okazaki**, Member, Akira Watanabe***, Non-member,
Mi Rang Park**** Non-member

In recent years, DoS (Denial of Service) attack and more powerful DDoS (Distributed DoS) attack pose
security problems on the Internet. As the measure to these attacks, it is important to trace attackers and

stop the attacks. However, since information of the attacker is “spoofed”, it is difficult to trace. Therefore,

the method of specifying attackers is required. Savage et al. proposed a method to trace flooding attacks by

“marked” packets. This method, however, has some problems gathering the attack packets through a lot of

hops. In this paper, we propose a method to solve this problem by observing the feature of attack traffic and

change the “marking probability” of the routers. We implement algorithms both of our proposed method

and extending marking method to estimate the efficiency of them. From the results of some experiments, we

will conclude the effectiveness of our proposed scheme.
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0 IP address 31 0 Hash value 31

»
~

interleaved value (link information) 63

:

fragment value

N /

bit interleave

Odd bit : IP address

Even bit : Hash value

offset : 0 1 2 3 4 5 6 7

o _/

the router marks one of these fragments on packet with marking probability p

Fig.1. Generation of marking information.
Obit 2 3 7 8 15bit
identification
offset distance edge fragment
Fig.2. Marking field of FMS.
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B Marking information of each router

router| initial marking| end marking
R(4) frag(4)
R(3) frag(3) edgelD(3) = frag(3) xor frag(4)
R(2) frag(2) edgelD(2) = frag(2) xor frag(3)
R(1) frag(1) edgelD(1) = frag(1) xor frag(2)

B Marking information that the victim obtains
frag(1), edgelD(1), edgelD(2), edgelD(3)

W Procedure of path reconstruction
1. frag(1) xor edgelD(1) = frag(2)
1

2. frgg(Z) xor edgelD(2) = fragl(3)

v
3. frag(3) xor edgelD(3) = frag(4)
B Reconstructed router’ s information
frag(1), frag(2), frag(3), frag(4)

B The routers on reconstructed attack path
R(1), R(2), R(3), R(4)

R(i) : the router at i hops away from the victim
frag(i) : fragment value marked by R()
edgelD(i) : edge value marked by R() and R(i-1)

Attack path

R e S

R(4) R(3) R(2) R(D

Attacker -
Victim

Fig. 3. Procedure of the marking and the path re-
constructing.

7, V=0 dxy THENAEIZHL V-5 DK
org k¥ hE, WEHMEd-1 2o~ —F2 780y kM
5V U I EREEITT AL, TOMAEDEEIE (rg)® 12
ko 2IT, BRI Ty FDH) b —F 7 &
NTWRWIST Y b npps BHY, TNEDXT Y +O
BT T4 =V FIET VL ThDLERET DL, TDE X,
T=F U TENTWLRWINT Y MDA EEDOIEMHE & +
7ty MEEZFOMRIL 1/(32x8) Thb, 2O L) &l
RFOEY—F 787 v OBROMTHEL, s /256
b, TIT, WEHE d—1 BFoNTr v FETENR
WZEZ A, ) Y I EROBEMEL Ly (d) 13,

n A\ 8
b= (0 422)

(25 > Lyaz(d) > 0)

L7 BIZIErg =10 DL E, Lpae(d) > 108 &2,
IR 72 ¥ 7 EROEAME % HIW§ 5 720 125K R B
PGB, 22 TlE, ThEr FMS OFHEERE L I
O, ) ¥ 7 EROBEAEZ IR 2 2 iR = LIRS,

F72, V= FBEEET LNy MBI —F &R
TWEPENICEDL T, —EDMHRTHH~—F> 7%
190 FDI2, Y—F 0 T &FTo072b— 8 b ENE
FCHEEED DL EE, ~—F 7Ny MIEHITTIRD
WEFNDBDOL—FIZL o T~Y—F v/ ERY LEXSINS
CEWBDD, TOER, BWEBEEZRET H72012X )%
DINT Yy IR E R B,

536

0.05

FMS ——

Arrival rate of marking packets

0

. . . . .
0 5 10 15 20 25 30
Hops away from a marking router
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