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Table 1 Comparison of the conventional system and
our proposed system.
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Abstract In this paper, we propose on-demand distributed public-key management to construct a pub-
lic-key infrastructure for wireless ad hoc networks not connected to the Internet. The proposed system
collects certificates of certificate chains only when a node wants to authenticate the others. Each node
holds in her local repository only the certificates issued to herself. To collect certificates for certificate chain
efficiently, we propose Adhoc Simultaneous Nodes Search protocol, which can search chained nodes using
broadcast packets and the contents of routing tables. The proposed system can reduce node’s memory size,
shorten the initial convergence time, and also it does not need certificate revocation list for authentication.
With a computer simulation, we show basic characteristics of success probability of certificate chains and
average shortest path length for the system. Also we show overall traffic when the node collects certificates,

and show an advantage condition for the proposed system.

Key words Wireless ad hoc network  Public Key Infrastructure  Certificate Path  Distributed

management
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