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Researches on Illegal Install Detection Method
based on Windows API Monitoring

040427180 Kenji Mine

It is infected with the computer virus by the spread of the rapid Internet, the
event of the outflow of individual information etc. happens frequently, and big
social issues. After installing an illegal program in many cases, the virus
rewrites the registry through Windows API. Then, the technique for detecting
an illegal installation by paying attention to this behavior, and observing
Windows API related to the registry was examined in this text. This technique
greserves the state of the registry by the supervisor, and presses the judgment to

e whether contradiction to the user's intention by having the function to restore
when an illegal installation is caused, and displaying danger to the user by pop

up. Moreover, the list of a normal

rogram and an illegal program is

accumulated as a data base, and an illegal installation is prevented from

relapsing.
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