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Implementation and its Evaluation of
Dynamic Process Resolution Protocol in Flexible Private Network

HIDEKAZU SUZUKI' and AKIRA WATANABEt

In order to realize secure communications in an enterprise network, an effective way is to
form communication groups corresponding to different types of tasks. However, based on con-
ventional forming methods, it has been difficult to realize an effective system due to increased
management load in the environment where unit-based and individual-based communication
groups coexist or when dynamic adjustment to changes in the network configuration is sought.
Thus, we have been studying GSCIP (Grouping for Secure Communication for IP) as commu-
nication architecture to realize FPN (Flexible Private Network) that provides both flexibility
and security. DPRP (Dynamic Process Resolution Protocol) is a protocol constituting a part
of GSCIP to actualize location transparency. In DPRP, all devices existing in the communi-
cation path mutually exchange information in advance of communication, and create in each
device a PIT (Process Information Table) which is needed for communication between termi-
nals. We have implemented DPRP on FreeBSD and confirmed that the overhead of DPRP
does not affect on TCP/UDP communications. We have also proved that management load
can be reduced drastically.
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Fig.1 A concept of Flexible Private Network.
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Fig.4 DPRP Negotiation and operations.
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192.168.2.20  192.168.1.10 21 49230  tcp Decrypt 2 b
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192.168.1.10  192.168.2.20 49230 21 tep Transparent — -
192.168.2.20  192.168.1.10 21 49230  tcp Transparent — -
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192.168.1.10  192.168.2.20 49230 21 tcp Decrypt 2 b
192.168.2.20  192.168.1.10 21 49230  tcp Encrypt 2 b
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Fig.5 The example of PITs which are created between GES1 and GES2.
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Table 6 Initial management loads.
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Table 8 Management loads when the network configuration changes.
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