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Proposal and Implementation of NAT-f for Realizing NAT Traversal

Communication with External Dynamic Mapping Method

HIDEKAZU SUZUKI, SHOGO USAMI' and AKIRA WATANABE?

There are growing demands for P2P communications like IP telephony and multimedia
communications due to the diversification of the Internet. However, we cannot initiate com-
munications to nodes located behind a Network Address Translator (NAT) from the Internet
side. Therefore there needs a NAT traversal technology that can establish connections be-
tween the nodes. Previous technologies often depend on applications and are not versatile
enough. Alternatives that do not depend on applications severely spoil the efficiency of P2P
communications because they need a specific server that relays packets. In this paper, we
propose an external dynamic mapping method to solve the NAT traversal problem. We also
define NAT-free protocol (NAT-f) to realize the method. NAT mapping is created with the
negotiation between an external node and NAT in advance of the communication. The ker-
nel in the external node translates the address/port numbers in the sending packets into
the mapped-address. We have implemented the trial system and evaluated initial delay and
throughput between end nodes. As a result, the increase of the initial delay time was less
than 1ms, and the throughput performance was as same as the case that proposed method
is not implemented.
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Table 1 Existing technologies for NAT traversal and their implementation point.
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Table 2 Requirements for NAT traversal and satisfaction degree of the existing technologies.
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