Vol. 49 No. 6

goooooooo

L2-based IPOOOOOOOODOOOOOOO

O o o of
Ot

O o o of o o o of
O o o off o o

000000000000 0000000000000000 DeSOOODOOODOODO DoSO
goooooooooobobooooooobooOooUoOooooooobOOObObOObOOoOoooooo
ooo00o0oooooo0ooooOo0o0o0oooO IPOOOOODOOOOOOOOOOOOODOOOOO
oobo0oO0ooooOoOoO0ooboOoOo0ooOoOoOo IpPOO0OO0OOOOOOOCOOOOOCOOOOO
gooooooooooooooooobooOoOoOOOCOOOOOOoOoooooooooooooo
0000000000000000 2000000000 L2-basedIPOOOOOOOODOOOODO
00o0oooobDO0o00o0O00O00000000D00000000000000000O0DeS 00O
000000000000000D00000000000000000 DoSOOOOOODOODOOO
000000000 beSOOOODOOOOOODOOOOODODOODOOOOOODOOOOODO
0000000000 0O0000000 DbeSOOODODOOODOODOODOOODO

Proposal and Its Implementation of L2-based IP Trace Back Method

HIROKAZU HARIMA,t MASASHI ITO," HIDEKAZU SUZUKI,*
NAONOBU OKAZAKI,"t AKIRA WATANABE' and

With the increase of population who use the Internet, DoS attacks by malicious users are
becoming serious problems. It is difficalt to prevent DoS attacks by setting up Firewalls or
using router’s filtering functions, because it is difficult to distinguish DoS attacks from normal
accesses. It is said that identifying the attacker is quite difficult, because source IP addresses
of packets are always forged. Though there have been several studies on IP trace back tech-
nologies, there still remain problems that tracing mechanism is not so accurate, and the loads
of routers are so high. In this paper, we propose L2-based IP trace back method noting that
layer2 addresses of routers are impossible to forge. The proposed method generates the infor-
mation that identifies the attacking route only when the number of forwarded packets exceeds
the predetermined threshold value. Threshold values are determined according to each Dos
attack using signature, in order to detect several types of DoS attacks. We have implemented
and evaluationed the proposed method, and it has been confirmed that the loads of routers
are sufficiently small and it can detect several types of DoS attacks effectively.
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Fig.1 The state of address changes in an attacking packet.
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Fig.2 Table types and its contents.
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Table 1 Types of DoS attacks and signatures.
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Table 2 Structure of experimental devices.
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Fig.3 Structure of the experimental network.
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Fig.4 Response time from the server and CPU loads with
SYN Flood attack.
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Fig.5 Program completion time and CPU loads in the
server with SYN Flood attack.
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Table 3 Processing limits of packets.
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Table 4 Measurement environment.
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Fig.10 System configuration and trace back operation.
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Table 5 Measurement results of FTP throughput.
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Table 6 Measurement results of packet processing

performance.
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Table 7 Comparison of existing methods and the proposed method.
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