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A Proposal of Split Diffie-Hellman Key Sharing
Method for Mobile Nodes

MASAKI SEJiMO,1*! HIDEKAZU Suzuk, Thi2
MasasHI ITo"*2 and AKIRA WATANABE'!

Mobile transparency that can keep communication when a node moves during
communication is an essential technology for the future ubiquitous network. In
particular, secure authentication between end nodes at the time of movement is
an important function. In this paper, we propose Split Diffie-Hellman key shar-
ing method for mobile nodes (Split DH). Split DH executes Diffie-Hellman key
exchange with two routes. This method provides a high level of security, not
only against eavesdropping but also man-in-the-middle attacks. We imple-
mented Split DH in Mobile Peer-to-Peer Communication (Mobile PPC) that

can realize mobile transparency with only end nodes, and evaluated the system.
As a result, it is shown that the overhead does not affect the performance of
communication.
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Fig.1 The negotiation needed for realizing mobility.
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Fig.2 Key-sharing negotiation with Return Routability.
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Fig.3 Key-sharing negotiation method with Split DH.
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Fig.6 Processing time in Split DH negotiation.
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