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A Proposal for NAT Traversal System

with Communication Group-based Service Control

1,12,41

HIDEKAZU SUZUKI and AKIRA WATANABE'!

A NAT traversal problem has to be solved if you access communication de-
vices in a home network from the outside. To solve the problem, we have
proposed NAT-free protocol (NAT-f) that creates a NAT mapping dynamically
by cooperating with an external node and a home gateway. However, the ex-
isting NAT-f system has security issues that anyone can access internal nodes
in a home network. This paper presents a secure NAT traversal system that
combines the existing NAT-f technology and the concept of the communication
group. By making the communication group be related to services provided by
internal nodes, it is possible to provide the access control of external nodes and
the service control simultaneously.
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Fig.1 Communication sequence with NAT-f.
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Fig.2 Extended Access Control Table and service grouping.
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Table 1 Availability of communication between ENs and INs and its encryption range.
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Fig.3 Communication sequence in the case IN does not support PCCOM.
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Fig.4 Communication sequence in the case IN supports PCCOM.
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Table 2 Device specification.
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Fig.5 Measurement environment.
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Table 3 Details of overhead when EN starts communication.
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Fig.6 Example usage for home networks.
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