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Abstract: Recent wireless terminals usually have multiple wireless interfaces, and can switch them to access
networks. IP mobility is the technologies that can keep communication when access networks are switched.
Most of conventional studies about IP mobility focus on IPv6 networks and those about IPv4 networks are
quite few. The Authors have been proposing Network Traversal with Mobility (NTMobile) that can achieve
IP mobility and solving the NAT Traversal problem at the same time. In this paper, we will propose the
detail of mobility mechanisms and implementation of NTMobile that can achieve IP mobility in global IP
networks and private IP networks by introducing virtual IP addresses and constructing tunnels between end
terminals. In NTMobile, applications use virtual IP addresses to achieve continuous communication when
physical IP addresses change due to switching of networks. We have implemented the packet manipulation
mechanisms in Linux kernel module to achieve high throughput performance.
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Fig. 1 Overview of NTMobile network.
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Table 1 Assumed patterns of terminal movement.

Pattern | NTMobile node | Correspondent node

Tunnel route after terminal movement

1 G =G G (NTMobile)

2 G =G G (General)

3 G  =P(A) | G (NTMobile)

4 G = PA) G (General)

5 P(A) = G G (NTMobile)

6 P(A) = G G (General)

7 P(A) = P(A) G (NTMobile)

8 P(A) = P(A) G (General)

9 P(A) = P(B) | G (NTMobile)

10 P(A) = P(B) G (General)

11 G =G P(A) (NTMobile)

12 G = PA) P(A) (NTMobile)

13 G = P(B) | P(A) (NTMobile)

14 P(B) = G P(A) (NTMobile)

15 P(B) = P(A) | P(A) (NTMobile)

16 | P(A) = P(B) | P(A) (NTMobile)
)

17 P(B) = P(C) | P(A) (NTMobile

End-to-End
via Relay Server
End-to-End
via Relay Server
End-to-End
via Relay Server
End-to-End
via Relay Server
End-to-End
via Relay Server
End-to-End
via Relay Server
via Relay Server
End-to-End
via Relay Server or End-to-End

via Relay Server

via Relay Server

G:Global address, P(A):Private address in Network A
P(B):Private address in Network B, P(C):Private address in Network C
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g' E"]‘“e g,‘recgf’“ CN s NAT IP Tunnel IP
. Relay Direction CNsDCIP
8. Relay Response Common Key
9. Tunnel Request * Only if Msg. Type is Y Path ID Y
10. Tunnel Response capsulated packet
11. Capsulated Packet MAC MAC
Registration Request Tunnel Request /
Registration Response Relay Direction Tunnel Response Capsulated Packet
A
NTM Header NTM Header NTM Header NTM Header
MN Real IP MN Node ID Path ID
MN Virtual IP MN Real IP MAC
MN's NAT IP MN Virtual IP Original
FQDN MN's NAT IP IP Datagram
MN s DC IP Relay Response
MAC :
CN Node ID NTM Head MAC
CN Real IP cader
CN Virtual IP Node ID
NTM Update Request CN's NAT IP Path ID
NTM Update Response ;
CN's DC IP MAC
Path ID
NTM Header
Common Ke
\ 4 Y [ | Encrypted
MAC <« Authenticated

B2 Xye—Y7x—=vFh.
Fig. 2 Message format.
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