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31 DES DES
DES IBM 1977 NBS NIST
DES
64bit 56bit
1999 1 RSA
“DES Challenge IlI”  DES 22
DES DES / 3
DES DES DES
LSI DES

32 MISTY
MISTY 1995 MISTY
64bit 128bit
MISTY
DES

33 AES
AES DES
DES  64bit 128bit 128, 192,
256bhit DES
3.4  Camellia
Camellia 2000 NTT
Camellia  128bit 128, 192, 256bit
AES

41 OpenSSL
OpenSSL SSL Secure Sockets Layer  Transport Layer Security TLS

DES DES AES
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43 MISTY
431
MISTY MISTY
http://www.security.melco.co.jp/Japanese/MISTY/misty |.pdf
4.3.2 mistyl
/ misty
/ /
mistyl
/
~ mistyl
/
misty1l
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435 main

main

main() {
/* secret key */
static uchar key[16] = {0x00,0x11,0x22,0x33,0x44,0x55,0x66,0x77,

0x88,0x99,0xaa,0xbb,0xcc,0xdd,0xee,0xff};

char text[128]; /* input string */

int length; /* string length */

int block; /* number of string blocks */
int i /* loop */

char *ptext; /* text pointer */

int rest; /* rest of blocks */

char buf[8]; /* buffer for rest */

/* input string */
printf("'input string *);

scanf("'%s", text);

ptext = &(text[0]);

/* string length */

length = strlen(text);

printf(*'string length %d¥n", length);
/* number of string blocks */
block = (int)ceil((double)length 7 8);

printf(""block %d¥n", block);
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/* rest of blocks length+1's "1™ is a "1" of nulls which indicate the end of the string

=/
rest = 8*block - (length+1);
/* input a data into the rest */
for(i=0; i<rest; i++ ) *(ptext + length +i + 1) ='r';
/* Evacuate a rest data into a buffer*/

for( i=0; i<rest; i++ ) buf[i] = *(ptext + length + i + 1);

/* print to the secret key*/

printf( “'secret key ");

for( i=0; i<16; i++ ) printf( "%02x ", key[i] );
printf( "¥n");

/* print to the plain text*/

printf( “'plain text "' );

/* for( i=0; i<16; i++ ) printf( "%02x ", text[i] ); */
for( i=0; i<length; i++ ) printf( "%c", text[i] );

printf( "¥n");

/* print to the address of the text and the text */

for( i=0; i<length; i++) printf("top address of the text
/ %c¥n", i, (int)&*(ptext + i), *(ptext + i));

/* print to the address of the rest and the rest */

for( i=0; i<rest+1; i++) printf(""end address of the text

/ %c¥n™ i (int)&*(ptext + length + i) , *(ptext + length +i));

/* call mistyl encryption */

mistyl1( text, key, block, 0);

/* extended key */

printf( “extended tey " );

for(  i=0; i<8; i++ ) printf(  "%02x  %02x
(uchar)(EXTKEY[1][i]&0xff) );

printf( "¥n");

/* encrypted text*/

printf( “"encrypted text " );

/* for( i=0; i<16; i++ ) printf( "%02x ", text[i] ); */

for( i=0; i<length; i++ ) printf( "%c", text[i] );

printf( "¥n");

%d address and the data:%d

%d address and the data %d

(uchar)(EXTKEY[1][i]>>8),
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/* return the data of buffer */

for( i=0; i<rest; i++ ) *(ptext + length + i + 1) = bufi];

/* print to the address of the text and the text */

for( i=0; i<length; i++) printf("top address of the text %d address and the data:%d
/ %e¥n”, i, (int)&*(ptext + i), *(ptext + i));

/* print to the address of the rest and the rest */

for( i=0; i<rest+1; i++) printf(*'end address of the text %d address and the data %d

/ %c¥n" i (int)&*(ptext + length + i) , *(ptext + length + i));

/* call mistyl Decryption */

misty1( text, key, block, 1);

/* decrypted text */

printf( "'decrypted text " );

/* for(i=0; i<16; i++ ) printf( "%02x ", text[i] ); */
for( i=0; i<length; i++ ) printf( "%c", text[i] );

printf( "¥n");

/* print to the address of the text and the text */

for( i=0; i<length; i++) printf("top address of the text %d address and the data:%d
/ %e¥n”, i, (int)&*(ptext + i), *(ptext + i));

/* print to the address of the rest and the rest */

for( i=0; i<rest+1; i++) printf("end address of the text %d address and the data %d
/ %e¥n™ i (int)&*(ptext + length + i) , *(ptext + length + i));

}

OpenSSL MISTY

http://www.security.melco.co.jp/SecWWW/




