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Term % {%#9" 5. GSCIP CTlx[F—n i@t 4 42 GE
DELFEFA—DBEIN—TL LTEHXKTSH. Zoilmgt
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&%, DPRP O 5{kiZi% FreeBSD ICFEHEE N T\ 5D
OpenSSL 74 77 VAL, K T/V:)XL\:LAES
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~v FORERERA 77T, DPRP O T —3 g UL
1133 u %, @ERGE TORKMIZ 1169 u Lotz &
BOTDIT, [l RIFFICHT 5 IPsec/IKE (Internet Key
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[1] S. Kent and K. Seo, “Security Architecture for the
Internet Protocol," Internet Draft, IETF, Mar. 2005.
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7 N—"7 DRI R M % LB 5 SRR
7 VO, EIERIEBE TR SGE Vol.J84-D-I,
No.3, pp. 269-284, Mar. 2001.
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GSCIPDBEIERR

INTYEZ SR CENEALE

iEERT—J JLPIT (Process

Information Table) %
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---------------------------------------------------------------------- SLEEHY
D> NBRNRICE DN TULHE
; Q" ’ Lo
GESI _____ | GES2 GES3 | > HEN IR FHRE & K
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GES1  Discard - [ BN RT ORI JLDPRP
GES3 Encrypt 2
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DPRP (Dynamic Process Resolution Protocol) .

BERKLEORIGFGER C2EEND I T— 3y
1F1EH BB EDTVIL—TERZINED HIELNIBIFRERE
2118 B - SENIBBEHZ BN D ERILER, PITZ AR
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2 F e VAT P
@ - g S 2T L BECKT
e TCP/UDP | &2t
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( i DDE (Detect Destination End-GE)

RGI (Report GE Information)
DPRP < :

MPIT (Make Process Information Table)
i CDN (Complete DPRP Negotiation)

» Cipher communication
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FPNTREHT 530N E A ExETO l*:”"-..

L& E B (Location Transparency)

RN EIL CERATLNBEICRY N —IBRDZE LR
#E3DPRP

o 51E @ 1% (Mobility Transparency)
IS PICF B L ToEEZ Mt Mobile PPC

7R AZEME RS (Address Area Transparency)
NATO SN DS AEBANT I RAFinZEIRPNATF
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Seel
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- & movement during __—

__the communication

Private Address Area :
Home Network Global Address Area

.
e
e
-----
--------

FW

CAdd ress Area Transparency)
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Private Address Area

Enterprise Network
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E{EE—FOM (Operation Mode) ‘

FliEE—FCL(Closed Mode)
E—@BIEVIIL—TITRELGWRKREDBEZ—UIZLL

BME—FOP(Open Mode)
BEHBET I —TDIHKREIIFEXTODREMNATRE
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Administrator

BEEMS(Management Server) _

GEN GEA

Operation Delivery
<5 > b > o ©

MS Tasks
¢ GE Configuration
- set type (GEN/GEA)
- set operation mode (OP/CL)
- set groups that belongs
¢ User Configuration
- add/delete user
- set operation mode (OP/CL)
- set groups that belongs
¢ Group Configuration
- add/delete group
¢ Key Generation / Update

ot
< Request GES user

a0

Delivery Information
¢ GE Information
- Group No.
- Operation Mode
¢ Group Key, Common Key
% Group Key Information
- Group No.
- Version
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SERERERT—IILPIT -

Connection ID
EET/FEEIPTRLR, R—FE S, JORILEAT
S {E AL IB[FE

NERE, BEJIL—TES, \—PavES

PIT
saddr daddr spor  dport proto PROC GNO VER
192.168.1.10  192.168.2.20 49230 21 tcp Encrypt 2 b
192.168.2.20 192.168.1.10 21 49230 tcp Decrypt 2 b
| J

Y
/N

Hash function
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- DPRP#

b VA AV P i 4] 8

-
...;‘I’

20 Byte 8 Byte 24 Byte Variable length
IP header ICMP DPRP header DP.RP Data
header options
DPRP header format
16 Byte DPRP ID
4 Byte Code Flag Count | Option
4 Byte Negotiation ID unused
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DDE (Detect Destination End GE) ‘

REAGEZRTE

GE¢arr = NODE, . : DDE =HDR, CK(CID)
CID = saddr, daddr, sport, dport, proto

NODE ., hGEDIGE
NODE 4,4 D 2 RGEIZIRTE
NODE 4o — iR Im R DIZE

— AR IR R ANIRZE ST AICMP ECHO REPLYZRAIZ2IELT-
GEMA#& S GEIZRE
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RGI(Report GE Information) ‘

I:I,.“GEélkl_E
BIERBLDELGENTEEIFHREINS
GE, - NODE__, : RGI=HDR,CK(CID,N,)

N, = UID,,OM,,alD,, DIRECT,,CNT,, GKI,
GKI, ={(GNO,,VER,)|c=1---,CNT,}

/AT

RGI=HDR,CK(CID,N,, -+, N;)

NODE,,,"\GEDIHF &
NODE,,,h I8 RGEIZIRTE

NODE,, M — &I R DG S

— iR R AR E S BICMP ECHO REPLYZRA)IZZ{ELT-
GEh\yb"EGElhlka
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MPIT(Make Process Information Table)lh-

REL-ENENE FERZ B

GE .. = GE,;: MPIT =HDR,CK(CID,D,_,,---D,)
- UID,,GK(alD,),P, if PROC, = Decrypt
' |UID,,alD,,P, if PROC, = Decrypt
P. =(PROC,,GKl,) (@<i<n)
PITICREIEL CTL -alDEZ{ELT-alDZE LR L TREAE

EREER T D> ENME IR ERAPITIZ & §%
AR D> MPITE I EE
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- CDN(Complete DPRP Negotlatlonl

DPRPAR~ILI— 3> MD5ET Z @4

GE_ — GE..: CDN=HDR,CK(CID)

FERLTW=-@E/ NNV EF
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15 RGEIZBE 9 IR HRIXPITIZE &
FDMDIEIHRIEMPITICSEEEH L TEE
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Notice Information Decided Information

Ny

N wn » : . O D, —» Register with
o e D
: = N = : own PIT
a

N - - D.
- 5 g = = > Seton MPIT
: =2 Ns+1 <l :
N, = » : - S D, )

Nn

GEsrc side
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GPACK
ICMP DPRP Control Packet
Packet Check
TCP/UDP Create PIT
N :
PIT Search one Decide Prqcess
Information
Hit Authenticati
""" T ; uthentication
________ Discard” —»{(_Discard ) Process
“Transparent” Generate DPRP
e ———— — Control Packet
Encrypt™ i Encryption
(1% ”» E_>
Decrypt™ | Module <
Y Y Y
( Return ip_input( )/ip_output() ) ( Callip_output() )
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DPRP®D&EEAITE (2)

GEIZH T 5N P AL IR BF &
AIEY—J)L:RDTSC

H{i]: usec GES1 GEN

GES2 &8
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SH g S AL IEE 4 29.16 38.27

26.83 94.26

FTPRI)L—TYk®MiELD

BIE AL 500MBD 774 ILZEnull T /IN( RIZAFHoA—F

B 37 : Mbps GSCIPRELXER GSCIP=R&ER
100BASE-TX 82.31 82.15
1000BASE-TX 378.03 376.34
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HBERAR | «NnN—SavEE BIESIL—TEES
HBT—4
IHEE# 3 2
IPsec IKERAHLF# SP IKE
BIERFHIIF BIERTHIF EERFHIF
HT—A MIBRE B i SR 35 Al F
BBV £—p £27LTYRL
SGWAR 7 3 Al F BEEA R
etc... etc...
2 8(N,D) 12
I8 H 2% 14(Tra)
16(Tun)
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DU EEE RO

GSCIP JII—TRiEHR GE'&#R =111
GES1 6 2 8
GEN 3 2 5
GES?2 3 2 5

IPsec | IKER#F#H SP IKE =311
GES1 4 14(Tra) 12 30
GEN 2 16(N+D) 0 18
GES?2 2 22(T+D) 12 36

GES1-GES2: GES1,GES2=Transport, GEN=None
GEN,GES2 are CL: GEN,GES2=Discard
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FYRT—OBRELROEEAR O
IPsec | IKEF&F# SP IKE &5t
GES1 0 20 13 33
GEN 1 16 12 29
GES2 1 4 1 6
GES1

SP: change Transport=4, add Tunnel=16 (GES1-GEN)
IKE: change=1, add=12 (GES1-GEN)
GEN
SP: add Tunnel=16 (GES1-GEN)
IKE: add=12 (GES1-GEN)

GES2

SP: change Transport=4
IKE: change=1
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