M. Danley D. Mulligan J. Morris J. Peterson
Threat Analysis of the geopriv Protocol draft-
letf-geopriv-threat-analysis-00

IETF Internet Drafts
2003 5 18



geopriv

00J139



geopriv

geopriv



geopriv

Geographic Location/Privacy

HTTP HTML



Location Information (LI)

Rule Maker
Target

Target
Rule Holder



Location Object (LO)

Location Generator (LG)
Target LO

Location Recipient (LR)

Location Server (LS)
LR



draft-ietf-geopriv-reqs-03.txt

Location Object

Rule
Holder

Location Object

Location ‘ Location ‘
Generator g Server !
Target Location Object

Location Object

Rule Holder

Location
Recipient




geopriv

geopriv



Server

Location

LO

Rule
Holder

Generator

Attacker

Location
Server

LO

v

Location
Recipient




Server

LG LS LS LR

LS LR

LG

LS Rule Maker

LS



Boss A

Location
Generator

LO

Rule
Holder

Location
Server

Boss V

A 4

Location
Recipient

10



LR LG

11



C

—/ =

)/

N

Location
Generator

Rule
Holder

\ 4

Location
Server

A 4

Location
Recipient

12




Rule Maker

LS LR
LG LS

LS

LS

LR

Rule Maker

13



Location
Generator

LO

Rule
Holder

LO

A 4

Location
Recipient




= Rule Maker

15



Location
Generator

LO

Rule
Holder

Location

\ 4

Server

LO

Attacker

)

A 4

Location
Recipient

16




Rule Holder

Location
Generator

LO

A 4

Location
Server

LO

A 4

A

Location
Recipient

17




18



19



geopriv

Rule Maker

geopriv

LR

Rule Maker

LO

20



geopriv 2
Rule Maker
LS LR LS LR LO

LS LR Rule Maker LG LS

21



geopriv 2
\ L.
Rule /I\f\ I\/"‘
- 'Y
Rule Maker FaliEr ) I_J_l
'
Location R Location R Location
Generator - Server | Recipient

22




	geoprivの脅威
	要約
	geoprivについて
	用語集
	用語集
	基本的な構造
	geoprivへの攻撃
	Serverへのものまね
	Serverへのものまね
	身元をだます
	身元をだます
	情報収集
	情報収集
	サービスの停止
	サービスの停止
	サーバーへの浸入
	規則がなかった場合
	対策（1）
	対策（2）
	geoprivプロトコルのセキュリティ特性（1）
	geoprivプロトコルのセキュリティ特性（2）
	geoprivプロトコルのセキュリティ特性（2）
	はじめ書き
	本資料について


