
ᮏ㈨ᩱ䛻䛴䛔䛶

� ᮏ㈨ᩱ䛿ୗグ᭩⡠䜢ᇶ䛻సᡂ䛥䜜䛯䜒䛾䛷䛩䛜䚸ෆᐜ䜢
ṇ☜䛻♧䛫䛶䛔䜛䛛䛹䛖䛛䛿ಖド䛷䛝䜎䛫䜣䚹ṇ䛧䛟▱䜚
䛯䛔᪉䛿䚸᭩⡠䛾᪉䜢ཧ↷䛧䛶䛟䛰䛥䛔䚹

᭩⡠ྡ䠖య⣔ⓗ䛻Ꮫ䜆 䜲䞁䝍䞊䝛䝑䝖䝉䜻䝳䝸䝔䜱

1

᭩⡠ྡ䠖య⣔ⓗ䛻Ꮫ䜆 䜲䞁䝍䞊䝛䝑䝖䝉䜻䝳䝸䝔䜱

ⴭ⪅䠖⚄ᇸὒ἞䞉す஭⨾㮚

Ⓨ⾜⪅䠖℩ᕝᘯྖ

Ⓨ⾜᪥䠖䠎䠌䠌䠔ᖺ䠍᭶䠎䠔᪥

Ⓨ⾜䠖᪥⤒BP䝋䝣䝖䝥䝺䝇



䜲䞁䝍䞊䝛䝑䝖䝉䜻䝳䝸䝔䜱
2

䠌䠓䠌䠐䠎䠓䠒䠐䠍䠌䠓䠌䠐䠎䠓䠒䠐䠍䠌䠓䠌䠐䠎䠓䠒䠐䠍䠌䠓䠌䠐䠎䠓䠒䠐䠍

ຍ⸨ㄹຍ⸨ㄹຍ⸨ㄹຍ⸨ㄹ



⫼ᬒ

� 䜲䞁䝍䞊䝛䝑䝖䛾ᬑཬ䚸⏕ά䛻୙ྍḞ䛺䜒䛾䛻

3

� ୙ṇ౵ධ䜔ブḭ䛺䛹༴㝤ᛶ䛾ᚰ㓄

� 䜲䞁䝍䞊䝛䝑䝖䛾༴㝤䛸Ᏻ඲䛾⌮ゎ䛜ᚲせ



䝣䜯䜲䜰䜴䜷䞊䝹

� 䝣䜯䜲䜰䜴䜷䞊䝹䛸䛿
䞉┤ヂ䛩䜛䛸䛂㜵ⅆቨ䛃䚸ᐇ㝿䛿䛂䝉䜻䝳䝸䝔䜱ᶵ⬟௜䛝䛾ᡬ䛃䛾ᙺ๭

䞉እ㒊䛛䜙䜔䛳䛶䛟䜛䝕䞊䝍䜢䝏䜵䝑䜽䛧䚸ෆ㒊䝛䝑䝖䝽䞊䜽䛻୙ṇ䛻
౵ධ䛩䜛䛾䜢㜵Ṇ䛩䜛

� 䛂䝣䜯䜲䜰䜴䜷䞊䝹ᶵჾ䛃䛸䛂䝟䞊䝋䝘䝹䝣䜯䜲䜰䜴䜷䞊䝹䛃
䞉䝣䜯䜲䜰䜴䜷䞊䝹ᶵჾ

4

䞉䝣䜯䜲䜰䜴䜷䞊䝹ᶵჾ

Ѝ䝹䞊䝍䛺䛹䛾ᑓ⏝ᶵჾ䛻䝣䜯䜲䜰䜴䜷䞊䝹䛜ᦚ㍕䛥䜜䛯ᶵჾ䚹
እ㒊䛸ෆ㒊䝛䝑䝖䝽䞊䜽䛸䛾ቃ┠䛻䛚䛛䜜እ㒊䛛䜙ෆ㒊䜈䛾୙ṇ
౵ධ䜢㜵䛠ᙺ๭䜢ᢸ䛖䚹
䞉䝟䞊䝋䝘䝹䝣䜯䜲䜰䜴䜷䞊䝹

Ѝ䝣䜯䜲䜰䜴䜷䞊䝹䛾ᙺ๭䜢䛩䜛䝋䝣䝖䜴䜵䜰䚹䝁䞁䝢䝳䞊䝍䛜እ㒊
䛻ྥ䛡䛶຾ᡭ䛻䝕䞊䝍䜢㏦ಙ䛧䛶᝟ሗὶฟ䛧䛺䛔䜘䛖┘ど䛩䜛䛣䛸
䛜୺䛺┠ⓗ䚹



䝣䜯䜲䜰䜴䜷䞊䝹

� 䝣䜯䜲䜰䜴䜷䞊䝹䛾ᇶᮏⓗ䛺䛧䛟䜏

୙᫂䝕䞊䝍

㽢㽢㽢㽢

5

䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖

䝯䞊䝹䝃䞊䝞䞊

Web䝃䞊䝞䞊

㏉ಙ䛾䝕䞊䝍

䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹

Web䝨䞊䝆䛾㜀ぴせồ
䝯䞊䝹䛾㏦ཷಙせồ

㽢㽢㽢㽢

OK



䝣䜯䜲䜰䜴䜷䞊䝹

� 䝣䜯䜲䜰䜴䜷䞊䝹䛜୙ṇ䜢ぢศ䛡䜛䛧䛟䜏

� 䝉䜻䝳䝸䝔䜱䝫䝸䝅䞊䞉䞉䞉䝉䜻䝳䝸䝔䜱䛻㛵䛩䜛⤌⧊ෆ䛾ᇶᮏⓗ䛺᪉㔪䜔ᣦ㔪

� 䡞䝟䜿䝑䝖䝣䜱䝹䝍䝸䞁䜾䡟䛸䛂䜰䝥䝸䜿䞊䝅䝵䞁䝀䞊䝖䜴䜵䜲䛃

䞉䝟䜿䝑䝖䝣䜱䝹䝍䝸䞁䜾

䛂䜰䝗䝺䝇䝣䜱䝹䝍䝸䞁䜾䛃䠇䛂䝫䞊䝖䝣䜱䝹䝍䝸䞁䜾䛃

6

䞉䜰䝥䝸䜿䞊䝅䝵䞁䝀䞊䝖䜴䜵䜲䠄䝥䝻䜻䝅䠅

䛂䝥䝻䜻䝅䝃䞊䝞䞊䛃䜢タ⨨䛩䜛

᪉ᘧ᪉ᘧ᪉ᘧ᪉ᘧ 䝯䝸䝑䝖䝯䝸䝑䝖䝯䝸䝑䝖䝯䝸䝑䝖 䝕䝯䝸䝑䝖䝕䝯䝸䝑䝖䝕䝯䝸䝑䝖䝕䝯䝸䝑䝖

䝟䜿䝑䝖䝣䜱䝹
䝍䝸䞁䜾

䞉ไᚚฎ⌮䛜㧗㏿
䞉タᐃ䛜䝅䞁䝥䝹

䞉⣽䛛䛺䝟䜿䝑䝖ไᚚ䛜㞴䛧䛔
䞉䝟䜿䝑䝖䛾䝕䞊䝍䛾ෆᐜ䜎䛷䛿䝏䜵䝑䜽䛷䛝䛺䛔

䜰䝥䝸䜿䞊䝅䝵
䞁䝀䞊䝖䜴䜵䜲

䞉䝥䝻䝖䝁䝹䛤䛸䛻ヲ⣽
䛺タᐃྍ⬟

䞉䝕䞊䝍䛾ෆᐜ䜎䛷
䝏䜵䝑䜽䛷䛝䜛

䞉䝏䜵䝑䜽䛜」㞧䛻䛺䜛䛸ฎ⌮
䞉䝅䝇䝔䝮䛜㐃ᦠ䛧䜔䛩䛟䛺䛳䛶䛧䜎䛖



䝣䜯䜲䜰䜴䜷䞊䝹

DMZ䠄බ㛤䠄බ㛤䠄බ㛤䠄බ㛤PC⩌䠅⩌䠅⩌䠅⩌䠅

DMZ䠄DeMilitarizedZone䠅ᶵ⬟
DMZ䛿䛂㠀Ṋ⿦ᆅᇦ䛃䛸ヂ䛥䜜䚸Web䚸䝽䞊䜽䛸䛿㝸㞳䛩䜛㡿ᇦ䛷䛒䜛䚹䜲䞁
䝍䞊䝛䝑䝖䛛䜙୙ṇ䛺ᨷᧁ䛛䜙ෆ㒊䝛䝑䝖䝽䞊䜽䜢Ᏺ䜛ᙺ๭䛜䛒䜛䚹

7

LAN䠄䝉䜻䝳䝸䝔䜱䠄䝉䜻䝳䝸䝔䜱䠄䝉䜻䝳䝸䝔䜱䠄䝉䜻䝳䝸䝔䜱
䝺䝧䝹䛂㧗䛃䛾䝺䝧䝹䛂㧗䛃䛾䝺䝧䝹䛂㧗䛃䛾䝺䝧䝹䛂㧗䛃䛾PC⩌䠅⩌䠅⩌䠅⩌䠅

䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖䜲䞁䝍䞊䝛䝑䝖

䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹䝣䜯䜲䜰䜴䜷䞊䝹

VPN䠄VirtualPrivateNetwork䠅ᶵ⬟

䛣䜜䛿䜲䞁䝍䞊䝛䝑䝖ᅇ⥺䛻ㄆド䜔ᬯྕ໬ᢏ⾡䜢⏝䛔䛶䚸௬᝿ⓗ䛺ᑓ⏝ᅇ㊰
䜢๰䜚䛰䛩䜒䛾䛷䛒䜛䚹VPN䛾ᵓ⠏䛻䜘䜚䝁䝇䝖䛾䛛䛛䜛ᑓ⏝ᅇ⥺䛾タ⨨䛜୙

せ䛸䛺䜚䚸䜲䞁䝍䞊䝛䝑䝖ୖ䛷ᨭ♫㛫䛸䛾㔜せ䛺䝕䞊䝍䛾䜔䜚ྲྀ䜚䜒䝉䜻䝳䜰䛻
⾜䛖䛣䛸䛜䛷䛝䜛䚹



䜽䝷䝑䜹䞊

� 䜽䝷䝑䜹䞊䛸䛿

䞉䜽䝷䝑䜻䞁䜾䞉䞉䞉䜲䞁䝍䞊䝛䝑䝖䛛䜙ෆ㒊䝛䝑䝖䝽䞊䜽䛻຾ᡭ䛻౵ධ
䛩䜛䚸౵ධ䛧䜘䛖䛸䛩䜛⾜Ⅽ
䞉䜽䝷䝑䜹䞊䞉䞉䞉䜽䝷䝑䜻䞁䜾䛩䜛ே

� 䝝䝑䜹䞊≠≢⨥⪅
䝝䝑䜹䞊䞉䞉䞉䝁䞁䝢䝳䞊䝍䛺䛹ᑓ㛛ⓗ䛺▱㆑䛻㛗䛡䛯ே

8

䝝䝑䜹䞊䞉䞉䞉䝁䞁䝢䝳䞊䝍䛺䛹ᑓ㛛ⓗ䛺▱㆑䛻㛗䛡䛯ே
䜰䝍䝑䜹䞊䞉䞉䞉䜰䜽䝉䝇ไ㝈䛾䛛䛛䛳䛯䝛䝑䝖䝽䞊䜽䛻౵ධ䛧䜘䛖䛸

ᨷᧁ䜢ヨ䜏䜛ே
� 䝣䜯䜲䜰䜴䜷䞊䝹䛜䛺䛔ሙྜ䚸

䜽䝷䝑䜹䞊䛿䛩䜉䛶䛾䝫䞊䝖䛻䜰䜽䝉䝇䛧䠄䝫䞊䝖䝇䜻䝱䞁䠅䚸䛹䜣䛺
䝃䞊䝡䝇䛜ື䛔䛶䛔䜛䛛䚸䛹䛾䝫䞊䝖䛜฼⏝ྍ⬟≧ែ䛻䛺䛳䛶䛔䜛
䛛ㄪ䜉䜛䚹䝫䞊䝖␒ྕ䛻䜘䛳䛶✌ാ䛧䛶䛔䜛䝃䞊䝡䝇䛜䜟䛛䜛䚹䜔
䛯䜙䝫䞊䝖䛜㛤䛔䛶䛔䛯䜚䚸䝉䜻䝳䝸䝔䜱䛾㝽㛫䚸✰䠄䝉䜻䝳䝸䝔䜱
䝩䞊䝹䠅䛛䜙౵ධ䛧䛶䛟䜛䚹



䜽䝷䝑䜹䞊

� 䛥䜙䛻ヲ䛧䛟౵ධᡭཱྀ䜢ㄝ᫂䛩䜛䚹

㛤䛔䛶䛔䜛䝫䞊䝖䜢᥈䛧ฟ䛧䛶౵ධ䛩䜛

䠄䠍䠅Web䝃䜲䝖䛻ᑐ䛧䛶䝫䞊䝖䝇䜻䝱䞁Ѝ฼⏝ྍ⬟䛺䝫䞊䝖
␒ྕ䛜䜟䛛䜛

䠄䠎䠅䝫䞊䝖␒ྕ䛛䜙✌ാ䛧䛶䛔䜛䝃䞊䝡䝇䛾✀㢮䛜ศ䛛䜛

9

䠄䠎䠅䝫䞊䝖␒ྕ䛛䜙✌ാ䛧䛶䛔䜛䝃䞊䝡䝇䛾✀㢮䛜ศ䛛䜛

䠄䠏䠅✌ാ୰䝃䞊䝡䝇䛻ᑐ䛧䛶䝕䞊䝍䜢㏦䜚㏉ಙ䛜ぢ䜛Ѝ㉳
ື୰䝃䞊䝡䝇䛾䝋䝣䝖䛸䝞䞊䝆䝵䞁䛜䜟䛛䜛

䠄䠐䠅▱䜚ᚓ䛯䝋䝣䝖䛾୰䛷䝉䜻䝳䝸䝔䜱䝩䞊䝹䛜䛒䜛䜒䛾䚸䝉
䜻䝳䝸䝔䜱䝏䜵䝑䜽䛜⏑䛔䜒䛾䜢ㄪ䜉䜛䚹

䠄䠑䠅䜽䝷䝑䜻䞁䜾䜢௙᥃䛡䜛



䝉䜻䝳䝸䝔䜱䝩䞊䝹䚸⬤ᙅᛶ

� 䝉䜻䝳䝸䝔䜱䝩䞊䝹䞉䞉䞉

䛂Ᏻ඲ᛶ䛾ⴠ䛸䛧✰䛃䛸ヂ䛥䜜䚸䝋䝣䝖䜴䜵䜰ୖ䛾䝞䜾䜔タィୖ
䛾䝭䝇䛺䛹䛾୙ලྜ䛾䛖䛱䚸Ᏻ඲㠃䛷ၥ㢟䛸䛺䜛䜒䛾䜢ᣦ䛩䚹

� ⬤ᙅᛶ䞉䞉䞉

䝉䜻䝳䝸䝔䜱䝩䞊䝹䛾䛖䛱ᮏ᮶☜ಖ䛥䜜䛶䛔䛺䛡䜜䜀䛺䜙䛺䛔

10

䝉䜻䝳䝸䝔䜱䝩䞊䝹䛾䛖䛱ᮏ᮶☜ಖ䛥䜜䛶䛔䛺䛡䜜䜀䛺䜙䛺䛔
Ᏻ඲ᛶ䛻ᑐ䛧䛶タィ䛜⏑䛔ሙྜ䛻࿧䜀䜜䜛ゝⴥ䛷䛒䜛䚹

� 䝉䜻䝳䝸䝔䜱䝩䞊䝹䜢ሰ䛠䛻䛿䚸ᑐ⟇䝟䝑䝏䜢䜲䞁䝇䝖䞊䝹䛩䜛
䛧䛛䛺䛔

Ѝᐃᮇⓗ䛺䝋䝣䝖䛾䝯䞊䜹䞊HP䚸䜎䛯䝝䞊䝗䜴䜵䜰䛾䝯䞊
䜹䞊HP䜒┠䜢㏻䛩䛣䛸䛜኱ษ



䜽䝷䝑䜹䞊

� 䜽䝷䝑䜹䞊䛜↓ᕪู䛻౵ධ䛧䛶䛟䜛⌮⏤

䞉䝀䞊䝮ឤぬ䛷䛾䝝䝑䜻䞁䜾

䞉᝟ሗ䜢┐䜏ฟ䛧䚸኎䜛

䞉㋃䜏ྎ䚸䝪䝑䝖

11

䞉㋃䜏ྎ䚸䝪䝑䝖

㋃䜏ྎ䠖䜽䝷䝑䜹䞊䛜䝅䝇䝔䝮⟶⌮⪅䛻Ẽ䛵䛛䜜䛼䜘䛖䛻䝁䞁䝢䝳䞊
䝍䜢䛾䛳䛸䜚䚸୙ṇ䜰䜽䝉䝇䜔䝇䝟䝮䛾኱㔞㓄ಙ䛺䛹䛾୰⥅ᆅⅬ䛻฼
⏝䛩䜛䛣䛸

䝪䝑䝖䠖䝁䞁䝢䝳䞊䝍䛻䝪䝑䝖䝋䝣䝖䜴䜵䜰䜢౵ධ䛥䛫ᬑẁ䛿䜂 䛭䜎䛫
䛶䛚䛝䚸㐲㝸᧯స䛻䜘䛳䛶୍ᩧ䛻≉ᐃ䛾䝃䞊䝞䞊䜢ᨷᧁ䛩䜛Dosᨷ

ᧁ䜔኱㔞䛾䝇䝟䝮䛾㓄ಙ䛻䝁䞁䝢䝳䞊䝍䜔䝃䞊䝞䞊䛺䛹䝛䝑䝖䝽䞊䜽
䛭䛾䜒䛾䜢฼⏝䛩䜛



䝁䞁䝢䝳䞊䝍䜴䜱䝹䝇

� 䝁䞁䝢䝳䞊䝍䜴䜱䝹䝇䛸䛿

Ѝ䝁䞁䝢䝳䞊䝍䜢ㄗసື䛥䛫䜛䚸䝥䝻䜾䝷䝮䛸䝕䞊䝍䜢◚ቯ䛩䜛
䝁䞁䝢䝳䞊䝍౑⏝⪅䛾ពᚿ䛸䛿␗䛺䛳䛯ື䛝䜢䛧䚸୙฼┈䜢䜒
䛯䜙䛩䝥䝻䜾䝷䝮
ㄗືస䛧䛺䛟䛸䜒୙ṇ䛺䜙䜴䜱䝹䝇䛷䛒䜛

12

� 䜴䜱䝹䝇䛿䛸኱䛝䛟䠏䛴䛻ศ㢮䛷䛝䜛
䞉䝖䝻䜲䛾ᮌ㤿䠖௚䛾䝁䞁䝢䝳䞊䝍䛻ឤᰁ䛧䛺䛔䚹
䞉䝽䞊䝮䠖௚䛾䝁䞁䝢䝳䞊䝍䛻ឤᰁ䛧䚸༢య䛷ືస䛩䜛䚹
䞉⊃⩏䛾䝁䞁䝢䝳䞊䝍䜴䜲䝹䝇䠖
௚䛾䝁䞁䝢䝳䞊䝍䛻ឤᰁ䛧䚸䝥䝻䜾䝷䝮䜔䝁䞊䝗䛻ᐤ⏕䛧䛶
ືస䛩䜛䚹



Nimda䠄䝙䝮䝎䠅

� ྡ⛠䠖W䠏䠎/Nimda-Mm

� ูྡ䠖Nimda䚸Conceput䚸CodeRainbow

� 䝍䜲䝥䠖ᐇ⾜䝣䜯䜲䝹ឤᰁᆺ䚸⮬ື⮬ᕫᐇ⾜ᆺ䚸䝽䞊䝮ᆺ䚸JavaScriptᆺ䚸䝖䝻䜲䛾ᮌ㤿䛾ᶵ⬟䜒

� άືሙᡤ䠖Windows䚸䝯䞊䝹䚸HP䚸IIS䝃䞊䝞䞊

� Ⓨぢ᪥䠖䠎䠌䠌䠍ᖺ䠕᭶

䞉䝉䜻䝳䝸䝔䜱䝩䞊䝹䜢ᨺ⨨䛧䛯䜎䜎䛾IIS䝃䞊䝞䞊䜢᥈䛧䛶౵ධ䛩䜛䚹
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䞉䝉䜻䝳䝸䝔䜱䝩䞊䝹䜢ᨺ⨨䛧䛯䜎䜎䛾IIS䝃䞊䝞䞊䜢᥈䛧䛶౵ධ䛩䜛䚹

䞉䜴䜲䝹䝇䝣䜯䜲䝹䜢సᡂᚋ䚸䜴䜲䝹䝇ᐇ⾜䛾䛯䜑䛾JavaScript䜢HP䛻ᇙ䜑㎸䜐䚹䛣䜜䛻䜘䜚䚸
HP䛻䜰䜽䝉䝇䛧䛯䝴䞊䝄䞊䛿㜀ぴ䛧䛯䛰䛡䛷Nimda䛻ឤᰁ䛧䛶䛧䜎䛖䚹䜰䝗䝺䝇ᖒ䜔䝤䝷䜴䝄䛾

ᒚṔ䛛䜙䝯䞊䝹䜰䝗䝺䝇䛸ᛮ䜟䜜䜛᝟ሗᘬ䛝ฟ䛧䚸䜴䜲䝹䝇䝁䞊䝗䜢ᇙ䜑㎸䜣䛰ῧ௜䝣䜯䜲䝹䜢䛣
䜜䜙䛾䜰䝗䝺䝇䛻㏦ಙ䛧ឤᰁ䜢ቑ䜔䛧䛶䛔䛟䚹Nimda䛿⊂⮬䛾䝯䞊䝹㏦ಙᶵ⬟䜒⿦ഛ䛧䛶䛔䜛䛯
䜑䚸㏦ಙ䛧䛯ᒚṔ䛜ṧ䜙䛺䛔䚹

䞉䝛䝑䝖䝽䞊䜽䛷ඹ᭷䛥䜜䛶䛔䜛䜋䛛䛾䝁䞁䝢䝳䞊䝍䛻䜒ᐤ⏕䛧䛶ឤᰁ䜢ቑ䜔䛧䛶䛔䛟ឤᰁ䛿⇿Ⓨ
ⓗ䛻ቑ䛘⥆䛡䜛䚹

䞉⿕ᐖ䛿」ᩘ䛒䜛䚹ከ䛟䛾䝣䜯䜲䝹䜔䝺䝆䝇䝖䝸䛜◚ቯ䛥䜜䛯䜚ୖ᭩䛝䛥䜜䜛䛾䛷䚸䝁䞁䝢䝳䞊䝍䛾
ືస䛜୙Ᏻᐃ䛻䛺䜛䚹䝉䜻䝳䝸䝔䜱䛜኱ᖜ䛻పୗ䛩䜛䚹኱㔞䛾䜴䜲䝹䝇䝯䞊䝹䜢㏦ಙ䛩䜛䚹䝤䝷䜴
䝄䛾ᒚṔ䛛䜙᳨⣴䛧䛯䜰䝗䝺䝇䛻䜎䛷㏦ಙ䛧䛶䛧䜎䛖䛯䜑䚸ከ኱䛺つᶍ䛾㏞ᝨ䛸䛺䜛䚹Ⓨ⏕䛛䜙ᩘ
᪥㛫䛿⭾኱䛺䝖䝷䝣䜱䝑䜽䛻⪏䛘ษ䜜䛪䝎䜴䞁䛧䛶䛧䜎䛖䝃䞊䝞䞊䜒䛒䜛䚹



䜴䜲䝹䝇౵ධ䝹䞊䝖

� 䜴䜲䝹䝇౵ධ䝹䞊䝖

䞉䝯䞊䝹䛻ῧ௜䛥䜜䛶౵ධ

䞉䝞䝑䜽䝗䜰䛛䜙౵ධ

䞉HP㜀ぴ䛻䜘䛳䛶ឤᰁ
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䞉HP㜀ぴ䛻䜘䛳䛶ឤᰁ

䞉Windows䛾䛫䛔䛷䜴䜲䝹䝇⶝ᘏ



䜴䜲䝹䝇ឤᰁ㜵Ṇ䛸ᑐ⟇

� 䜴䜲䝹䝇ឤᰁ䛾㜵Ṇ䛸ᑐ⟇

䞉䜴䜲䝹䝇ᑐ⟇䝋䝣䝖䜢ᑟධ䛩䜛䛣䛸䛜୍␒

䞉኱䛝䛟䠎䛴䛾ᶵ⬟䜢ᣢ䛴

䠄䠍䠅䜴䜲䝹䝇䛻ឤᰁ䛧䛶䛧䜎䛳䛯䝣䜯䜲䝹䛛䜙䜴䜲䝹䝇䛾
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䠄䠍䠅䜴䜲䝹䝇䛻ឤᰁ䛧䛶䛧䜎䛳䛯䝣䜯䜲䝹䛛䜙䜴䜲䝹䝇䛾
䝁䞊䝗㒊ศ䜢ྲྀ䜚㝖䛝䚸䛥䜙䛺䜛ឤᰁ䜔ቑṪ䜢㜵䛠ᶵ⬟

䠄䠎䠅䝁䞁䝢䝳䞊䝍ෆ䛾䜴䜲䝹䝇䜢᳨ฟ䛩䜛ᶵ⬟

� 䜴䜲䝹䝇ᑐ⟇䝋䝣䝖䛿䚸䜴䜲䝹䝇䜢᥈䛧ฟ䛩䛾䛷䜴䜲䝹䝇䝇
䜻䝱䞁䝋䝣䝖䚸ឤᰁ䜢㜵䛠䛣䛸䛜䛷䛝䜛䛾䛷䝽䜽䝏䞁䝋䝣䝖䛸
䜒࿧䜀䜜䜛䚹



䝽䜽䝏䞁

� 䝽䜽䝏䞁䞉䞉䞉⏕≀Ꮫ䛻䛚䛡䜛䝽䜽䝏䞁䛸ྠᵝ䛻䚸ච␿グ᠈䜢฼⏝䛧䛶䜴䜲
䝹䝇䛾᳨▱䜔๐㝖䜢⾜䛖

� ච␿グ᠈䠙䜴䜲䝹䝇䛾䝁䞊䝗䜔䝥䝻䜾䝷䝮ෆ䛾≉㛗ⓗ䛺㒊ศ䜢䝕䞊䝍
䝧䞊䝇໬䛧䛶䛯䜒䛾

� 䛣䛾䝕䞊䝍䝧䞊䝇䜢฼⏝䛧䛶䜴䜲䝹䝇䜢᥈䛧ฟ䛩᪉ἲ䜢䛂䝟䝍䞊䞁䝬䝑䝏
䞁䜾䛃䛸䛔䛖䚹䝟䝍䞊䞁䝬䝑䝏䞁䜾䛻䛿䠏䛴䛾᪉ἲ䛜䛒䜛䚹
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䞁䜾䛃䛸䛔䛖䚹䝟䝍䞊䞁䝬䝑䝏䞁䜾䛻䛿䠏䛴䛾᪉ἲ䛜䛒䜛䚹

䞉䜴䜲䝹䝇䝁䞊䝗䛸᏶඲䛻୍⮴䛩䜛䛛ẚ㍑Ѝ䜴䜲䝹䝇䛾䛩䜉䛶䛾䝁䞊䝗䜢䝽
䜽䝏䞁䛾䜴䜲䝹䝇䝕䞊䝍䝧䞊䝇䛻グ᠈䛥䛫䛶䛚䛝䚸䛣䜜䜢䜴䜲䝹䝇䛸ᛮ䜟
䜜䜛㒊ศ䛸ẚ㍑䛩䜛

䞉䝏䜵䝑䜽䝃䝮䜢౑⏝䛧䛯ẚ㍑Ѝ䝏䜵䝑䜽䝃䝮䛸䛿䝁䞊䝗䜢ᩘ್䛸䛧䛶ᢅ䛔䚸
䛣䛾䛖䛱䛾䛔䛟䛴䛛䛾ྜィ್䜢ồ䜑䚸䛭䜜䜢ẚ㍑䛩䜛䚹

䞉䝁䞊䝗䛾୍㒊䛰䛡ᢤ䛝ฟ䛧䛶䛾ẚ㍑Ѝ䝁䞊䝗䛾୍㒊䜢ᢤ䛝ฟ䛧䛶ẚ㍑䛩
䜛䚹

� 䛩䛷䛻䜴䜲䝹䝇䛾ᵓ㐀䛜ゎᯒ䛥䜜䛶䛔䜛䜒䛾䛻䛧䛛㏻⏝䛧䛺䛔䚹



䝽䜽䝏䞁

� 䛂䝠䝳䞊䝸䝇䝔䜱䝑䜽䛃䛸䛔䛖᪉ἲ䜒䛒䜛

� 䜴䜲䝹䝇䛾⾜ື䝟䝍䞊䞁䜢ゎᯒ䛧䚸䝽䜽䝏䞁䛾䝕䞊䝍䝧䞊
䝇䛻Ⓩ㘓䛧䛶䛚䛔䛶䚸ྠ䛨䜘䛖䛺⾜ື䝟䝍䞊䞁䜢䛩䜛䝣䜯
䜲䝹䜔䝥䝻䜾䝷䝮䛜䛺䛔䛛䝁䞁䝢䝳䞊䝍䛾୰䜢┘ど䛧䛶䛚
䛟䛧䛟䜏
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䛟䛧䛟䜏

� ᩘከ䛟䛾ᮍ▱䛾䜴䜲䝹䝇䛻䜒ᑐᛂ䛷䛝䜛䛜䚸䜴䜲䝹䝇䛾⾜
ື䝟䝍䞊䞁䛻ఝ䛯㏻ᖖ䝣䜯䜲䝹䜢ឤᰁ䝣䜯䜲䝹䛸ㄗㄆ䛧䛶
䛧䜎䛖ሙྜ䛜䛒䜛䚹䛭䛾䛯䜑ᩘከ䛟䛾⾜ື䝟䝍䞊䞁䜢Ⓩ㘓
䛩䜛ᚲせ䛜䛒䜛䚹



䜴䜲䝹䝇䛻ឤᰁ䛧䛯䜙

� 䜴䜲䝹䝇ឤᰁᚋ䛾ฎ⌮

䞉䜴䜲䝹䝇䝁䞊䝗䜢ྲྀ䜚㝖䛟䠄䝁䞊䝗䜢๐㝖䛩䜛䛛䚸ᙳ㡪䛾
䛺䛔䝁䞊䝗䛻᭩䛝᥮䛘䜛䠅

䞉䜴䜲䝹䝇䛻ឤᰁ䛧䛯䝣䜯䜲䝹⮬య䛾๐㝖

䞉≉Ṧ䛺䝣䜷䝹䝎䠄䜴䜲䝹䝇ᑐ⟇䝋䝣䝖䛜సᡂ䛧䛯䝣䜷䝹
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䞉≉Ṧ䛺䝣䜷䝹䝎䠄䜴䜲䝹䝇ᑐ⟇䝋䝣䝖䛜సᡂ䛧䛯䝣䜷䝹
䝎䠅䜈䛾㉳ື

䞉ఱ䜒䛧䛺䛔䚸ᨺ⨨䛩䜛

� ᭱Ⰻ䛿䝣䜯䜲䝹䛾๐㝖䛰䛜䚸㔜せ䛺䝣䜯䜲䝹䛜ឤᰁ䛧䛶
䛔䜛ሙྜ䛿䛣䜜䜢䛧䛶䛿䛔䛡䛺䛔䚹䛾䛷䚸↓㞴䛻䜴䜲䝹䝇
䝁䞊䝗䜢ྲྀ䜚㝖䛟䛾䛜䜘䛔䚹



䝛䝑䝖ブḭ

� 䝛䝑䝖ブḭ

Ѝ䜲䞁䝍䞊䝛䝑䝖䜔䝯䞊䝹䜢฼⏝䛧䛯ブḭ⾜Ⅽ䛾䛣䛸

䛥䜎䛦䜎䛺✀㢮䛜䛒䜛

䞉୙ṇㄳồ䠄ᯫ✵ㄳồ䠅
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䞉୙ṇㄳồ䠄ᯫ✵ㄳồ䠅

䞉䝽䞁䜽䝸䝑䜽ブḭ

䞉䝣䜱䝑䝅䞁䜾ブḭ

䞉䝛䝑䝖䜸䞊䜽䝅䝵䞁ブḭ

䛣䛣ᩘᖺ䚸ᛴ⃭䛻⿕ᐖᩘ䛜ቑຍ䛧䛶䛔䜛



䝣䜱䝑䝅䞁䜾ブḭ

� ᴫせ

䞉䝣䜱䝑䝅䞁䜾ブḭ

……㖟⾜䜔䜽䝺䝆䝑䝖఍♫䛺䛹㔠⼥䛝䛛䜣䜔䚸Yahoo䟿䛺䛹
䛾䜘䛖䛻䜲䞁䝍䞊䝛䝑䝖䛷䛾Ỵ῭䝅䝇䝔䝮䜢ᣢ䛳䛯኱ᡭ௻ᴗ䜢
⿦䛔䚸ഇ䛾䝯䞊䝹䜔HP䜢స䛳䛶䚸䜽䝺䝆䝑䝖䜹䞊䝗䛾᝟ሗ䜔
ID
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HP
ID䚸䝟䝇䝽䞊䝗䛺䛹䛾ಶே᝟ሗ䜢୙ṇ䛻ධᡭ䛧䚸䛭䜜䜢ᝏ⏝
䛧䛶㔠㖹䜢຾ᡭ䛻ᘬ䛝ฟ䛧䛯䜚䚸㦄䛧ྲྀ䜛≢⨥

䞉䠎䠌䠌䠐ᖺ䛾ㄪᰝ䛷䚸㐣ཤ1ᖺ㛫䛻⿕ᐖ⪅ᩘ䛿䜰䝯䝸䜹䛰䛡䛷䠍
䠕䠔୓ே䚸⿕ᐖ⥲㢠䛻䛧䛶⣙䠎䠐൨䝗䝹䛻ୖ䜛䚹

䞉䝣䜱䝑䝅䞁䜾䛿䛂Phishing䛃䛸᭩䛝䚸㔮䜚䜢ព࿡䛩䜛䛂Fishing䛃
䛸䛂Ὑ⦎䛥䜜䛯䚸㧗ᑦ䛺䛃䜢ព࿡䛩䜛䛂Sophisticated䛃䛾ྜᡂ
ㄒ䛸䛔䜟䜜䛶䛔䜛



䝣䜱䝑䝅䞁䜾ブḭ

� 䝣䜱䝑䝅䞁䜾ブḭ䛾ᡭཱྀ

䐟䐟䐟䐟
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ID
PASS

ブḭᴗ⪅ブḭᴗ⪅ブḭᴗ⪅ブḭᴗ⪅ 䝴䞊䝄䞊䝴䞊䝄䞊䝴䞊䝄䞊䝴䞊䝄䞊

ṇ䝃䞊䝞䞊ṇ䝃䞊䝞䞊ṇ䝃䞊䝞䞊ṇ䝃䞊䝞䞊

xxx.co.jp

䐠䐠䐠䐠
䐡䐡䐡䐡䐢䐢䐢䐢

ഇ䝃䞊䝞䞊ഇ䝃䞊䝞䞊ഇ䝃䞊䝞䞊ഇ䝃䞊䝞䞊



䝣䜱䝑䝅䞁䜾ブḭ

� ぢ◚䜛᪉ἲ
� URL䛷䛥䛘䛖䜎䛟ഇ⿦䛩䜛䠙ぢ䛯䛰䛡䛨䜓ぢศ䛡䛻䛟䛔
䛣䜜䛿䚸HTMLᙧᘧ䛾䝯䞊䝹䜢ᝏ⏝䛩䜛䛣䛸䛷ഇ⿦䛷䛝䜛䚹

<a href=“xxx.co.jp”>
zzz.co.jp</a>

URL xxx.co.jp
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䛣䛾䜘䛖䛻䝍䜾䜢ධຊ䛩䜛䛸URL䛻䛿xxx.co.jp䚸⾲♧䛿
zzz.co.jp䛾ෆᐜ䛸␗䛺䛳䛯䜒䛾䛻䛷䛝䜛䚹

� HTMLᙧᘧ䝯䞊䝹䜢ཷಙᣄྰ䛩䜛タᐃ䛾䝴䞊䝄䞊䛜ቑ䛘䛶
䛔䜛䚹

� 䝉䜻䝳䝸䝔䜱ᑐ⟇䝋䝣䝖䛾౑⏝
� IE䠓䛾䝣䜱䝑䝅䞁䜾ブḭ᳨ฟᶵ⬟



䛚䜟䜚䛚䜟䜚䛚䜟䜚䛚䜟䜚
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䛚䜟䜚䛚䜟䜚䛚䜟䜚䛚䜟䜚


