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Recursive query

FQDN= [
Source host www_ﬂamptemrﬁ Source
hoge kddilabsjp [ DNS
YV | TP=2000 0000 000 KKK s.kddilabs,
I

Resolver

Iterative query |p e
WWW.E:{ample.ﬂﬂrﬁ' Destination
< DNS
[P= 3000330000600, X000 s.example.com
111

RARDIFEHRM

Destination host
www.example.com
B BN R X
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Who did resolve

www.example.co

Source host
hoge.kddilabs jp
YYY.YYY.YYY.YYY

ns.kddilabs jp
55.555.555.55

Attacker

m?

Resolver | JA
-

~
— .---'-..I.I

-'_-

Source IP is

YYY-YYY-YYY-YYY.

Who did resolve

www.example.com?

"l,'q

\

Destination host
www.example.com

OOCIOOCIOCNXX

\ 4 4 Victim
LS - o &

[

Source [P is
YYY.YYY.YYY.YYY.
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2. Destination DNS log; IP=ddd.ddd.ddd.ddd

Time

2007.08.20, 20:18;02
2007.08.20, 20-18:05
2007.08.20, 20:18;07
2007.08.20, 20:18;11

Flag Source P
Recursive 192.168.0.21
Iterative 210.168.236.37
Recursive 192.168.0.23

Iterative ss5.555.555.555 @amp!e_cum MK OO XX

Dst—FQDN Dst-IP
nishi.shizu.acjp 133.70.170.112
mail kddi.com 61.200.161.234

ns.e—knightjp 219.166.48.139

3. Source DNS log; I[P=sss.sss.ss5.5585 I

Time

2007.08.20, 20:18:04
2007.08.20, 20:18;06
2007.08.20, 20:18:10
2007.08.20, 20:18:16

Flag Source IP
Recursive 192.168.0.21
Iterative 172.29.28.229
Recursive| mi’ﬂ‘m.m !
Recursive 192.168.140.23

Dst=FQDN ] Dst=IP
nishi.shizu.acjp 192.168.0.234
mail.local.cojp 192.168.23.21

@amﬁie.cnm xx%@
ns.local.gojp T9Z.168.156.21
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Source host
hoge.kddilabs jp

Real Attacker

Source host
o AR i S i i

Virtual Attacker

Do you have the hash value  p\y FQDN is www.example.com.

(Source IP + FQDN)? Is the zzz.zzz.zzz.zzz spoofed?

=hashlzzz zzz zzz zzz+www.example.com)

A

Source

Destination host

DNS www.example.com
s.kddilabs g XXX KKK XHX, KKK
Resolver 4.4 Victim

™ -

T e -""'-—._--".'.I

There are no same hash values. Source IP is spoofing.
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Proposal: DNS query ratio = 1.00
- - . & a4 . . & 2 . . s *

Proposal: DNS query ratio = 0.55
& & & 4 & = & . o &

L

<
£

onventional IP traceback

=
b

End-to-end traceback success ratio

- Success ratio/hop = 0.9

4 6 8 10 12 14 16 18 20
Traceback hops
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» A7 B 4E
- DNSAY %#H

y H—/\DiEFk
> Intel Xeon 3.6 GHz7a7/LCPU
- AE1)[F4GB
> Linux 2.4.21.27.0.1.Elamp
- BIND 9.2.4-5 EL3 DNS
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Z=IEHI1~2%

C

CPU load (%)

2
. %ut DNS query log

1 10 100 1000

I DNS query frequency/sec
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